Annexure III

INVESTMENT RISK MANAGEMENT SYSTEMS & PROCESSES
A. GENERAL
1. FRONT & BACK OFFICE OPERATIONS
a. Insurer having Assets under Management (AUM) in excess of Rs.500 Crores shall ensure separate personnel acting as fund manager and dealer.

b. The Investment System should have separate modules for Front and Back Office.

c. Transfer of data from Front Office to Back Office should be electronic without Manual intervention (Real time basis) i.e., without re-entering data at Back Office.

d. The Insurer may have multiple Data Entry Systems, but all such Systems should be seamlessly integrated without manual intervention.
e. The Front Office shall report through the Chief Investment Officer (CIO) to the Chief Executive Officer (CEO). The Mid Office and Back Office, to be headed by separate personnel, shall be under the overall responsibility of Chief Financial Officer (CFO) who shall independently report to the CEO.

2. EMPLOYEE DEALING GUIDELINES
a. The Standard Operating Procedure followed by the Insurer shall clearly specify the Guidelines to be adhered by the Dealer i.e., the Insurer shall clearly specify the Trading guidelines for Personal Investments of the dealer. The compliance of this requirement shall be commented upon by the Internal / Concurrent Auditor. 
3. MAKER CHECKER PROCESS
a. Insurer should have the procedure of Maker / Checker mapped in their Standard Operating Procedure / Operations Manual of Investment Operations. The Internal / Concurrent Auditor shall comment on such practice in his report.
4. AUDIT TRAIL AT DATA ENTRY POINTS
a. The Audit trail should be available for all data entry points including at the Checker / Authorizer level.

5. BUSINESS CONTINUITY PROCESS
a. To ensure Business continuity, the Insurer should have a clear Off-site Back-up of Data in a City falling under a different Seismic Zone, either on his own or through a Service Provider. Further, the Insurer / service provider (if outsourced) is required to have the necessary infrastructure for Mission Critical Systems to address at least the following:

1. Calculation of daily NAV (Fund wise)

2. Redemption processing.
B. FRONT OFFICE
1. SEGREGATION OF FUND MANAGER / DEALER
a. Investment Department should have documented the segregation of Fund Managers and Dealers through Authority Matrix as a part of its ‘Standard Operating Procedure’.

b. The Insurer should have documented the Access Controls and Authorization process for Orders and Deal execution.

c. The Dealing Room should have a Voice Recorder and procedure for maintaining the recorded conversation and their disposal including procedure like no mobile phone usage in dealing rooms and other best practices.
2. INVESTMENT IN INVESTEE / GROUP COMPANY / INDUSTRY SECTOR
a. System based checks should be in place for investments in an Investee Company, Group and Industry Sector. The system should signal when the Internal / Regulatory limits are nearly reached PRIOR to taking such exposure and making actual investment.

3. INTER FUND TRANSFER
a. The System should handle Inter Fund transfer as per Circular IRDA-FA-02-10-2003-04. The Investment Committee may fix the Cut Off time as per Market practice, for such transfer within the fund. (The inter fund transfer should be like any other Market deal and the same needs to be carried out with in the Market hours only)

C. MID OFFICE

1. MARKET RISK
a. The system should be capable of computing various portfolio returns.

b. Regular limits monitoring and Exception Reporting. Also reporting on movement of prices.

2. LIQUIDITY RISK
a. The Insurer should have a Cash Management System to provide the funds available for Investment considering the settlement obligations and subscription and redemption of units etc, to preempt any leveraged position or liquidity risk.

b. The System should be validated not to accept any commitment beyond availability of funds.

3. CREDIT RISK
a. The Investment System should capture Instrument Ratings to enable it to automatically generate FORM 2 (Statement of Downgraded Investments) through the System.
b. System should automatically monitor various Regulatory limits on Exposure & Rating.

c. The System should have the ability to track changes in ratings over a period & generate appropriate alerts, along with ability to classify investment between Approved and Other Investments.

d. The Insurer should conduct periodic credit reviews for all companies in the portfolio. The periodicity should be clearly mentioned in the Investment Policy.
e. The Insurer is required to keep a track of movement of Securities between Approved and Other Investments Status, as a part of Audit trail, at individual security level.

4. TRACKING OF REGULATORY LIMITS
a. The System should have key limits preset for ensuring compliance with all Regulatory requirements and should be supported by workflow through the System, (Real time basis) for such approval, if Regulatory limit is close to be breached.
b. The System should have capability of generating Exception reports for Audit by Internal / Concurrent Auditor.

5. REVIEW, MONITORING AND REPORTING
a. System should automatically track and report all internal limits breaches. All such breaches should be audited by Internal / Concurrent Auditor.
b. Implementation and Review of Asset & Liability Matching and other Investment Policy Guidelines.
D. BACK OFFICE

1. DATA INPUT ERROR
a. The system should be validated in such a way, that the Deal can only be rejected by the Back Office and not edited.
2. SETTLEMENT RISK
a. The System should be validated to restrict Short Sales at the time of placing the order.
3. COMPUTATION OF ‘NAV’
a. The System should be capable of computing NAV and compare it with the NAV computed by the Service provider, if outsourced.

b. The Insurer should maintain NAV history (Fund wise) in his Public Domain from the Start of the Fund to Current Date.

c. ‘NAV’ error – Computation & Compensation
1. All expenses and incomes accrued up to the Valuation date shall be considered for computation of NAV. For this purpose, while major expenses like management fees and other periodic expenses should be accrued on a day to day basis, other minor expenses and income can be accrued on a weekly basis, provided the non-accrual does not affect the NAV calculations by more than 1%.

2. Any changes in Securities and in the number of Units should be recorded in the books not later than the first valuation date following the date of transaction. If this is not possible, the recording may be delayed upto a period of seven days following the date of the transaction. Provided, the non-recording does not affect the NAV calculations by more than 1%.

3. In case the NAV of a Plan differs by more than 1% due to non - recording of the transactions or any other errors / mistakes, the investors or fund(s) as the case may be, shall be paid the difference in amount as follows:- 

(i) If the investors are allotted units at a price higher than NAV or are given a price lower than NAV at the time of sale of their Units, they shall be paid the difference in amount by the plan.
(ii) If the investors are charged lower NAV at the time of purchase of their units or are given higher NAV at the time of sale of their units, the Insurer shall pay the difference in amount to the Plan and shall be compensated from Shareholders portfolio that does not support Solvency Margin.
(iii) The Internal / Concurrent Auditor shall look into the above issues and specifically report on it and comment on the Systems in place to take care of such issues on an ongoing basis.
(iv) A log of NAV errors shall be maintained in the System and be forwarded to Internal / Concurrent Auditors.
4. ERRORS DURING BROKER EXECUTION LEG
a. All Equity deals should be through STP gateway for all broker transactions.

5. UPLOADING OF VALUATION PRICE FILES
a. System to have capability to upload Corporate Actions such as Stock Splits, Dividend, Rights Issue, Buy Back, Bonus issues etc., for computation of NAV / Portfolio valuation.

6. RECONCILIATION
a. Fund wise, in the case of Life Insurers, reconciliation with Investment Accounts, Bank, and Custodian records should be done on day-to-day basis for all types of products. In the case of ULIP products, Units reconciliation with Policy Admin Systems should be ensured on a day to day basis.
b. In the case of General Insurer / Re-insurer reconciliation with Investment Accounts, Bank and Custodian records should be done on a day-to-day basis.
E. INTERNAL / CONCURRENT AUDIT
a. An Insurer having Assets under Management (AUM) not more than Rs.1000 Crores shall conduct a Quarterly Internal Audit to cover both Transactions and related Systems. Insurers having AUM above Rs.1000 Crores should appoint a Chartered Accountant firm for Concurrent Audit, to have the transactions and related Systems audited.

b. The Audit Report shall clearly state the observation at transaction level and its impact, if any at System level. The Audit Report shall be based on Exception Reporting.
c. The Auditor shall clearly state that the Insurer had done the reconciliations as required under point D.6.a and D.6.b
d. Segregation of Shareholders & Policyholders’ funds

1. In the case of a Life Insurer, each individual fund, both falling under Shareholder / Policyholders’, under any class of business, has ‘scrip’ level investments to comply with the provisions of Section 11(1B) of Insurance Act, 1938
2. Furthermore the Shareholders funds beyond Solvency Margin, to which the pattern of Investment will not apply, shall have a separate custody account with identified scrips for both Life and General Insurance Companies.
e. The Insurer is required to place the Audit Report before the Audit Committee and implement all its recommendations.

f. The Insurer shall, along with Quarterly Investment Returns to be filed with the Authority, shall confirm in FORM 4, that the Internal / Concurrent Audit observations, up to the Quarter preceding the Quarter to which the Returns are filed, were placed before the Audit Committee for its recommendation and action taken.
Note: Points A (5.a.1) and D (3) are specific to ULIP Business.
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